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Resume of Salvador M. Penganon II, CEHv8, CCNA, TCNA, CPISI, LCP  
 
EXECUTIVE SUMMARY 
 
My 19 years of IT work experience, both multinational companies, Small & Medium Companies, develop and enhanced my IT skills and leadership. I started to work as a 
Computer Desktop Support Engineer and soon became a Technical Instructor for Hardware 
& Software Troubleshooting. And for the last 9 years, I started to work in IT Information Security field from Year 2009 and promoted to IT InfoSec Officer, and in 2016 as IT Associated Manager for SOC and Information Security, working closely to internal NOC and IT team for remediation of detected Security Vulnerabilities and weaknesses to Systems, network appliance/ de ices and applications, working also with Audits and compliance and participated in external audits like ISO 27001, ISO 9001, HIPAA, GLBA & PCI-DSS, performing Internal and External Vulnerability Scanning & Assessment for Network devices, Systems & Telecoms Servers in Hinduja Global Solutions, working together with our 3rd party Penetration tester Verizon Business & SISA. I also do the monitoring of Event Logs for our Critical systems and Infra using GFI and LogRhythm (SIEM) provides Analysis, Security Incident detection and response and monitoring with knowledge of Active Directory, Windows System Update Services (WSUS), File Server, Antivirus server, Websense web filtering server, Cisco devices such as Routers, Switches, ASA Firewalls & IDS/IPS. I also received some commendation and recognition for the accomplishments in performing my duties & responsibilities during my stay in Hinduja Global Solutions. 
 
EDUCATION AND PROFESSIONAL QUALIFICATION 
 
Professional Qualification and Certification 	: 
 

HGS Project Management Framework (PMF) – Taken on March 31, 2023
LEAN Six Sigma (Basics of Operational Quality Training) – Taken on November 22, 2022
Computer Hacking Forensic Investigator (CHFI)– Taken on January 31, 2022
LogRhythm Platform Administrator – Taken on September 25, 2020
LogRhythm Security Analyst – May 15, 2020
Certified Payment Card Industry Security Implementer (CPISI v3.2) – Taken on March 27, 2017 
LogRhythm Certified Professional (LCP v7.1) – Taken on July 26, 2016 
Certified Payment Card Industry Security Implementer (CPISI v3.0) – Taken on September 24-25, 2014 
Certified Ethical Hacker by EC-Council (CEH v8) – Taken on September 05, 2014 
Cisco Certified Network Associate (CCNA) – taken on September 30, 2013 
Tenable Certified NESSUS Auditor (TCNA) – taken on August 15, 2013 
Certified I.T. Technician (NC II # 991306041723) – Taken on December 29, 1999 
 
 
Highest Academic Qualification   	 	: 	College 
 
Cisco Network Academy Program 
Mapua Institute of Technology 
Intramuros, Manila, 2013 
 
Electronics & Computer Technology 
Guzman Institute of Electronics 
Quiapo, manila, 1999 
Full Scholar 
 
Secondary Level 
Mandaluyong High School 
Mandaluyong City, Metro Manila, 1996 
 
 
 
 
 
 
 
 
 
TRAININGS  
 
(CPISI) Certified Payment Card Industry Security Implementer by SISA (PCI-DSS v3.2)  
Conducted by SISA (Crowne Plaza Hotel, Ortigas Pasig City)  
March 16-17, 2017 
 
LogRhythm Certified Professional v7.1– On Demand / Virtual Led 
Hinduja Global Solutions  
July 18-22, 2016 
 
SANS SEC 511 (Continuous Monitoring and Security Operations) – On Demand / Virtual Led Hinduja Global Solutions  
June 09, 2016 
 
(CPISI) Certified Payment Card Industry Security Implementer by SISA (PCI-DSS v3.0)  
Conducted by SISA (Holiday Inn, Makati City)  
September 25-26, 2014 
 
Certified Ethical Hacker by EC-Council (CEH v8)  Active Learning Inc.  
September 01-05, 2014 
 
Nessus Vulnerability and Compliance Auditing – On Demand 
Hinduja Global Solutions 
July 19, 2013 
 
Ethical Hacking & Penetration Testing Workshop 
ISACA – Manila Chapter 
June 28-29, 2013 
 
Cisco CCNA (Routing and Switching) 
Mapua Institute of Technology – Intramuros, Manila 
October 2012 – September 2013

Advanced Penetration Testing Seminar 
ISACA – Manila Chapter 
October 15, 2011 
 
Penetration Testing 101 Seminar 
ISACA – Manila Chapter 
September 10, 2011 
 
Performance Management Training 
Hinduja Global Solutions 
May 16-17, 2011 
 
Communication Skills Workshop 
Hinduja Global Solutions 
August 24 to September 17, 2010 
 
Presentation Skills Workshop 
Hinduja Global Solutions 
June 28-30, 2010 
 
Trainer’s Training Methodology Course (TTMC) 
Technical Education and Skills Development Authority (TESDA) 
July 27-30, 2004 
 
 
 
SUMMARY OF SKILLS 
 
Very knowledgeable in SIEM LogRhythm, Nessus & Qualys Vulnerability Scanner, NMap, and other Open source tools designed for Vulnerability Assessment and Penetration Testing. Familiarity in Firewalls, Cisco Routers and Switches (Routing & Switching), I.T. Information Security, Vulnerability scanning and assessment & Penetration Testing; Knowledgeable with Log Management Solutions; Knowledgeable in Computer Hardware and 
Software; Knowledgeable in Regulatory Compliance such as ISO-27001:2015, HIPAA and PCI-DSS v3.2; Computer networking; Knowledgeable in Microsoft Windows 2000/XP/7/8/10 and 2000/2003/2008/2012 Servers; Knowledgeable in File Server, 
DHCP Server; Knowledgeable in Active Directory; Informed in Windows Server Update Services; Informed in Symantec and McAfee ePO Anti-Virus and Veritas Netbackup; Familiar with IDS/IPS, Cisco & Fortinet Firewalls, Routers and Switches. 
 
 
RELEVANT WORK EXPERIENCE 
 
Position 	 	: Asst. Manager – IT Information Security / SOC Company 	 	: Hinduja Global Solutions Period  	 	: March 21, 2016 to Present 
 
Duties and Responsibilities: 
 
· Started SOC operations in HGS UK office (Tier 1 & 2 Events Log monitoring using LogRhythm). 
· Ensure that the following are performed by my Team and provides final review and reporting to the Management and other stakeholders: 
1. Quarterly Nessus Internal/External Vulnerability Scanning and Assessment are carried out by my Team as scheduled and monitored the findings until closure of the recorded findings. 
2. Daily review of Events Logs both in Philippines using GFi and UK Office using 
LogRhythm are performed by my Team. Provides Tier 2 support and Identify/tracking actionable events up to closure. Identify False Positives and fine tuning of LogRhythm. 
3. Quarterly Vulnerability Assessment by ASV and ensure that all failed vulnerabilities are being addressed and remediated. 
4. Annual Internal/External Penetration Testing and ensure that all findings are being addressed and remediated based on the recommended solution, provides compensating control for others wherein the solution is not applicable. 
5. Quarterly WLAN Assessment and ensure that all Rogue AP’s Rogue Clients are properly investigated for possible Security Incidents 
· Ongoing – SOC operation for multiple GEO’s. (Philippines, UK, US-Canada) 
· Recommend improvements and solutions to strengthen and enhance Company’s Security posture 
· Firewall, Routers and Switch configuration checks and Audit including Firewall Rule-sets review using Nipper. 
· Managed all Security tools and solutions used by my Team (i.e. Nessus, GFi, LogRhythm, Qualys, NMap, Wireshark, Tipper Credit Card data scanner, Nipper, and other Open Source tools)  
· Provides guidance and mentoring to my lower Tiers in performing assigned task assigned to them. 




Provides Monthly Dashboard for my Teams’ accomplishments that demonstrates those current and ongoing and completed projects, Adhoc Tasks, Daily routine tasks & SOC operations subject for Management review. 
· Weekly Firewall Logs review for the summary of detected security and attack using ManageEngine Firewall Analyzer.  
· Participate in security initiatives, process roll-outs and security awareness. 
· Participate in internal and external audit compliance like PCI-DSS, ISO 27001, ISO 9001, HIPAA, GLBA, ISAE, etc…. 
 
 
 
Position 	 	: ICT Information Security Analyst Company 	 	: Acquire BPO Period  	 	: November 02, 2015 to March 18, 2016 
 
Duties and Responsibilities: 
 
· Participated and involved in Vulnerability Management Program and recommend necessary tool & solution to perform Vulnerability Scanning/Assessment. 
· Conduct Daily, Weekly, Monthly and Quarterly Wireless LAN Assessment Report. 
· Ongoing - Internal and External Vulnerability scanning & assessment using Nessus scanner to identify vulnerabilities, risks and controls and take necessary actions to remediate the risks 
· Participate in security and compliance meeting especially those related to PCI-DSS Compliance. 
· Participated in recently conducted PCI-DSS v3.1 Audit for AIG Campaign from Shore Solutions. 
· Closely working to Internal NOC Team to produce and provide evidences for the findings and observations during PCI-Audit activity  
· Ongoing – Events Log monitoring for PCI-DSS Account (Ring Central) from Acquire BPO. 
· Recommend improvements and solutions to enhance security processes 
· Ongoing – Proximity Access Reconciliation and CCTV Health Monitoring (Added task to ICT Security Team since there is nobody is assigned to do this requirement) 
 
 
Position 	 	: Information Security Officer (Formerly IT Security Analyst) Company 	 	: Hinduja Global Solutions Period  	 	: November 01, 2008 to October 31, 2015 
 
Duties and Responsibilities: 
 
· Implement, administer, managed, Daily review and analysis of Event logs from systems and devices such as servers, network devices (Firewalls, Routers, switches, WLAN, IPS/IDS), and telecoms systems such as Loggers and recording systems using Log Management solutions. 
· Conduct Internal and External Vulnerability scanning & assessment using Nessus scanner to identify vulnerabilities, risks and controls and take necessary actions to remediate the recorded risks 
· Conduct Quarterly Wireless LAN Assessment Report. 
· Perform weekly Firewall Logs Report. 
· Perform Daily Pass and Fail Authentication review from Cisco Secure ACS (TACACS) 
· Participate in security initiatives, process roll-outs and security awareness 
· Conduct Information Security Awareness orientation to new employees  
· Conduct required internal quality audit report  and monitor actions 
Recommend improvements and solutions to enhance security processes 
· Participate in internal and external audit compliance like ISO 27001, ISO 9001, HIPAA, GLBA and PCI-DSS, etc…. 
 
Achievement: 
· Received recognition for the examplary performance during the fiscal year 20102011. 
· Strengthened the information security awareness 
· Received recognition for the persistent efforts to ensure IT compliance to Event log analysis and monitoring requirements 
 
 
Position 	 	 	: Desktop Support Engineer 
Company 	 	 	: Systemantech Inc. (assigned to Hinduja Global Solutions) 
Period  	 	 	: December 10, 2007 to October 31, 2008 
 
Duties and Responsibilities:  
· Provides Technical Support on a 24/7 Healthcare, Financial & Technical accounts & Operation 
· Support Hp, Dell, IBM Desktop, Laptop and Clone computers 
· Support and install various applications such as Microsoft Office, Citrix, Nice& Verint applications, CMS Avaya, HRIS and SAP applications, Lotus Notes 
· Setup and configures Computer Hardware/Software 
· Windows Servers installation 
· Creating Images for all Desktop Computers and Laptops 
· Configure Local Area Network connections 
 
Achievement: 
· Received Commendation in August 2008 for the initiative and leading the deployment of DELL Desktop computers for Financial accounts with 500+ seats. 
· Received Commendation for being the Top 1 performer on the CTAF ticketing system with 2,000+ closed tickets for Year 2008 
 
 
Position 	 	 	: Techhnical Head/Part-time Instructor Company 	 	 	: K@y Kuy@ Information Technology Period  	 	 	: March 2003 to December 2007 
 
Duties and Responsibilities:  
· Overall in-charge in Computer upgrade/Repair, PC troubleshooting & maintaining Local Area Networks. 
· And because the company is offering a Short Courses for Basic Computer and Troubleshooting Course, I was also one of the Technical Instructor in Information Technology. 
· Handles all Trainees that undergo training in Basic Computer Technical Courses. 
· Handles System Integration Test for Computer system, Computer hardware & other Applications. 
	- 	 
 
Position 	 	 	: I.T. Technician Company 	 	 	: K@y Kuy@ Computer Warehouse Period  	 	 	: March 2002 to December 2002 
 
Duties and Responsibilities:  
· Provides Technical support to the clients 
Accept phone calls and inquiry for any Technical concerns from the clients  	Performs PC Assembly, Computer upgrade and repair.  	Install Computer hardware and software. 
· Setup and configure Local Area networks 
 
Position 	 	 	: I.T. Sales Technician Company 	 	 	: VMZ Business Centre Period  	 	 	: November 1999 to April 2001 
 
Duties and Responsibilities:  
· Provides Technical support to the clients 
· Accept phone calls and inquiry for any Technical concerns from the clients   	Performs PC Assembly, Computer upgrade and repair. 
· Install Computer hardware and software. 
· Setup and configure Local Area networks. 
· Sell Computer Products (Hardware and software) 
 
 
Position 	 	 	: Computer Technician (OJT) Company 	 	 	: HMR Phils. Inc. 
Period  	 	 	: January 1999 to November 1999 
 
Duties and Responsibilities:  
· PC assembly 
· Testing Computer Hardware such as Motherboards, Processors, Memory, Adapter cards and other computer peripherals 
· Performs PC Assembly, Computer upgrade and repair 
 
 
PERSONAL DETAILS 
	Complete Name 
	: Salvador “Manansala” Penganon II 

	Gender 	 
	: Male 

	Date of Birth  
	: February 22, 1980 

	Address 
	: 491 Sen. Neptali A. Gonzales St. Sitio III, Brgy. San Jose 
Mandaluyong City 

	Contact Number 
	: +63 915901 0326 

	Email Address 
	:afreey_19@yahoo.com, bpenganon@gmail.com 
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